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Emails I Canʼt Send: How to 
Identify Phishing Attacks and 
What You Can Do to Bolster 
Account Security

Mitch Spaulding, Senior Sales Engineer, SLED 😈
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Why are we still talking about phishing attacks?

Humans are the
Biggest Vulnerability 

Susceptible to Deception:
Humans inherently place a lot of trust in 
digital communications, which is easily 
exploited by attackers. 

Easily Accessed Through Email:
Email is the broadest and easiest
way for an attacker to engage with 
any employee.

Email is still the #1
Cybersecurity Risk

3rd Largest Economy on Earth:
➔ US - $28T
➔ China - $18T
➔ Cyber Crime - $9T

#1 Cause of Breaches:
95% of breaches are the result of 
successful spear phishing attacks, 
including the most notable ones.
Source: SANS
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What do these phishing attacks lead to?

● Compromised Credentials

● Lateral Attacks from Compromised Accounts

● Direct Deposit / Payroll Changes

● Malware Installation

● Network Downtime

● Financial loss to users and organizations alike
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The Day and Age of Attackers “Breaking into Systemsˮ is Over
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Higher Education 
Phishing Examples
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Employee Impersonation
ATTACK CASE

Employee Impersonation
PAYLOAD
● Engaging Language in the email 

subject
TECHNIQUE
● Impersonate Assoc. Professor and 

Interim Chair at University
● Compose email subject to 

encourage users to provide their 
phone numbers

● Use personal gmail address
● Spray and Pray: bulk email 

campaign

Why does it evade 
traditional security?
1. Gmail domain passes sender 

authentication checks
2. Attack is text-based with no 

malicious payload like a link or 
attachment

3. Threat intelligence and 
known-bad solutions like 
M365/Google cannot stop it

Attack Breakdown
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Payroll Fraud - VIP Impersonation
ATTACK CASE

VIP Impersonation
PAYLOAD
● Persuasive Language
● Voided Check containing fraudulent 

bank account details 
TECHNIQUE
● Impersonate Associate Vice 

Chancellor at university
● Write compelling message to get HR 

to act upon the email
● Leverage known-good file 

attachments like jpg images

Why does it evade 
traditional security?
1. AOL domain passes sender 

authentication checks
2. Attack is text-based with no 

malicious payload like a link or 
attachment

3. Threat intelligence and 
known-bad solutions 
M365/Google cannot stop the 
first email or the second one 
containing a known-good png 
image

Attack Breakdown
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Credential Phishing via SharePoint
ATTACK CASE

Credential Phishing
PAYLOAD
● SharePoint link that hosts malicious 

content on SharePoint site
TECHNIQUE
● Leverage fresh M365 tenant to 

launch phishing attacks
● Host attack on SharePoint site
● Have users click on malicious link in 

OneNote File to extort credentials or 
install malware

Why does it evade 
traditional security?
1. Domain passes sender 

authentication checks
2. Sharepoint links are considered 

“known-goodˮ in traditional email 
security scans

Attack Breakdown
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Job Scam from another University
ATTACK CASE

Job Scam
PAYLOAD
● JPG image featuring instructions to 

text usersʼ names to malicious 
number

TECHNIQUE
● Compromise another studentʼs 

account at a different university
● Attach custom image with the job 

scam itself
● Get users outside of email where 

there arenʼt security controls
● Spray and Pray

Why does it evade 
traditional security?
1. University Domain passes sender 

authentication checks
2. Threat intelligence and 

known-bad solutions like M365 
and Google cannot flag a JPG 
image without any malicious 
software/content

Attack Breakdown
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Internal ATO  Job Scam
ATTACK CASE

Internal Account Takeover
PAYLOAD
● Google Forms link serving as 

credential/info harvesting site
TECHNIQUE
● Compromise studentʼs account at a 

college
● Write compelling text to convince 

other students at the college to 
“applyˮ for the “job postingˮ

● Leverage Google forms link to 
capture user credentials

● Spray and Pray - Send to thousands 
and see who falls for it

Why does it evade 
traditional security?
1. Traditional email security 

typically isnʼt scanning internal to 
internal traffic

2. Threat intelligence and 
known-bad solutions like M365 
and Google cannot flag a 
known-good link from Google

Attack Breakdown
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Internal ATO  Credential Phishing 
ATTACK CASE

Internal Account Takeover
PAYLOAD
● Wix link serving as credential/info 

harvesting site
TECHNIQUE
● Compromise Studentʼs account at 

large higher-ed institution
● Inform users of an IT migration and 

that all access will be lost if they 
donʼt interact with the link

● Develop and host attack on 
custom-branded Wix site with 
institution logos to build trust

Why does it evade 
traditional security?
1. Traditional email security 

typically isnʼt scanning internal to 
internal traffic

2. Threat intelligence and 
known-bad solutions like M365 
and Google cannot flag a 
known-good link from Wix

Attack Breakdown

https://stephaniefox7.wixsite
.com/universityoftn
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ATTACK CASE

Callback Scam BazarCall)
Callback Scam BazarCall)
PAYLOAD
● Fraudulent docusign invoice 

featuring callback number to scam 
call center

TECHNIQUE
● Delivery of attack through legitimate 

invoicing service, Docusign
● Deceive end user into calling the 

provided phone number
● Call leads to Credit Card/Financial 

Theft or Malware

Why does it evade 
traditional security?
1. Docusign Domain passes sender 

authentication checks
2. Link from Docusign is a 

known-good link, bypassing 
threat intelligence checks

Attack Breakdown

Scam Call Center
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ATTACK CASE

Student Loan Callback Scam
Callback Scam
PAYLOAD
● Callback number and enticing 

message encouraging user to 
interact with the malicious number

TECHNIQUE
● Deliver attack from hotmail account
● Frame attack as a claim for student 

loan forgiveness
● Attach callback number so that 

users can “claimˮ SL forgiveness
● Call leads to financial loss or 

malware installation

Why does it evade 
traditional security?
1. Attack arrives from neutral 

hotmail account which doesnʼt 
fail sender authentication

2. No links or attachments included 
with the attack, nothing threat 
intelligence can identify with this 
attack

Attack Breakdown
Scam Call Center
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Besides Email, How Else are Attackers Trying to Phish You?
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Real World SMS Phishing Attack that Led to Wide Scale Breach
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● Trust your training, if your gut is questioning the message, don’t engage with it further

● Report possible phishing attempts to the proper phishing mailbox at your school

● Utilize Multi-Factor Authentication for not just your school accounts, but also your personal 
accounts

● Leverage password vaults from 3rd Parties like 1Password or built-in keystores from Apple and 
Android

● Be open to stronger, more secure authenticators for personal use such as Passkeys

● Always double-check the URL that you’re redirected to from email or SMS

● Delete and Report any texting scams or unwanted outreach as junk

What you can do to protect yourselves against phishing 
attacks, account compromises, or financial loss
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QA
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Thank You!


